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Welcome to Washington, D.C.







Kept up late at night by helicopters

Flight tracking sites don’t offer 
historical for finding out what was 
over you a few hours ago

Large number of residents are on 
Twitter asking, very few people can 
identify

The Beginning of My Helicopter Obsession



Pythons of The World





Use outdated version (2.7)

Painstakingly edit in your choice of nano, vim, emacs, etc…

Leave old commented code strewn about

No consistent naming convention for functions and variables

API keys referenced in each file

Absolute minimum whitespace…

Tenets of Bad Python



So I Can Debug on My Phone



ADSBExchange API, Google Maps-
Static API, custom icons

data from free OpenSky API, maps with 
Matplotlib

Evolution of an ADS-B Bot



● Does not filter military that happen to 

have transponders on

● Does not filter private operators like 

Elon Musk for a fee/profit

● Globe.ADSBExchange.com on 

desktop or mobile

About ADSBExchange



Required as of January 2020 In Class A, Class B, or Class C airspace areas;

Automatic - does not require pilot intervention

Dependent - relies on other sensors like GPS for geometry

Surveillance - Reports location

Broadcast -Transmits unencrypted over 978 or 1090Mhz

Received by “ground stations” like us

 with Raspberry Pi and RTL-SDR

ADS-B Background





“ADS–B Out must operate this equipment in the transmit mode at all times 
unless otherwise authorized by the FAA when that aircraft is performing a 
sensitive government mission for national defense, homeland security, 
intelligence or law enforcement purposes, and transmitting would 
compromise the operations security of the mission or pose a safety risk to the 
aircraft, crew, or people and property in the air or on the ground.”

“In the rulemaking, FAA defers to the agency for the determination as to 
whether an operation is sensitive and requires exemption from the ADS-B 
requirements.  As part of providing these exemptions, FAA has said it does not 
intend to coordinate ADS–B Out off authorizations on a dynamic, per flight, per 
mission, or per unit basis. Rather, FAA expects coordination for ADS–B Out off 
authorization to be handled at the highest possible agency organization level 
(such as the Army, Navy, or Air Force).” - U.S. GAO

FAA Rule 14 CFR Section 91.225(f)















Don’t do things automatically

Provide proof of users specific interest

Source good data and link to primary 
sources

1997: Titan Sports, Inc. v. Turner Broadcasting 
Systems, Inc.

a person qualifies as a journalist for purposes of the 
qualified federal privilege: the intent to use material 
sought, gathered or received to disseminate 
information to the public and that such intent 
existed at the inception of the newsgathering 
process."

“Efforts to safeguard useful information that is readily available 
through open sources or observation are unlikely to reduce 
vulnerabilities.”

Domaratz, M. (2005, November 16). GIS Day Special Event: Making Decisions About 'Sensitive' 
Geospatial Data. Retrieved June 13, 2022, from 
https://web.archive.org/web/20101122205653/http://www.emforum.org/vforum/lc051116.htm 

Quality Data in The Public Interest



Reporting: What, When, Where and Why



Data Problem?



Data Problem? or Ergonomics Problem?



October ‘20: Started #CopterSpotter







{u'full_name': u'East Potomac Park, 
Washington', u'url': 
u'https://api.twitter.com/1.1/geo/id/30de3b6973c
c6472.json', u'country': u'United States', 
u'place_type': u'neighborhood', 
u'bounding_box': {u'type': u'Polygon', 
u'coordinates': [[[-77.0529382, 38.856208], 
[-77.020218, 38.856208], [-77.020218, 
38.8877594], [-77.0529382, 38.8877594]]]}, 
u'contained_within': [], u'country_code': u'US', 
u'attributes': {}, u'id': u'30de3b6973cc6472', 
u'name': u'East Potomac Park'}

How Twitter handles location tags now



Map.CopterSpotter.com by @samuelcrees

http://map.copterspotter.com


Resident, lawmaker, even helicopter crew approved?



Not everyone was so psyched



As borrowed from the NASA Aviation Safety Reporting System:

All CopterSpotter reports are voluntarily submitted, and thus cannot be considered a measured random sample of the full population of like events.

One thing that can be reasonably expected from Copterspotter data is that the number of reports received represents the lower measure of the

true number of such events that are occurring.

2021.Copterspotter.com

Over 10,000 spots in 2021

https://asrs.arc.nasa.gov/overview/caveats.html


Human Vision Meets Computer Vision





Requires no prior experience with computer vision

Web based annotation tool better than desktop alternatives

Can divide videos into frames

Allows for collaboration and division of labor

Automated augmentations, compiles into various formats

Can train and deploy your model, giving you API access to inference almost code-free

Roboflow Universe is a repository of open-source models you can use for rapid 
development, ours included

Roboflow







Thought about pulling feed from LiveATC but 
separatebysilence in ffmpeg isn’t quite the same 
as squelch on a radio

Raspberry Pi + RTL-SDR

Audio via open source RTLSDR-Airband

screenshots ADSBExchange uploads audio to 
FTP and tweets

Publishes on a sub-account because there is an 
enormous amount of traffic

FCC.gov: What kinds of interception and divulgence of 
radio transmissions are legal?

The FCC and the Communications Act do not forbid certain 
types of interception and disclosure of radio 
communications, including:

● Mere interception of radio communications, such as 
overhearing your neighbor’s conversation over a 
cordless telephone, or listening to emergency service 
reports on a radio scanner

● Divulgence of broadcasts related to ships, aircraft, 
vehicles or persons in distress.

Capturing Helicopter Radio

https://github.com/szpajder/RTLSDR-Airband




Since upgraded 
to an Airspy HF+

smileyantenna.com

Do:
-use a GLI.net 
router, GoodCloud 
allows you remote 
access a layer 
above the Pi

-Shelly switch can 
hard reset from 
router shell:

Don’t:
-Rely on Raspberry 
Pi Wifi, or even a 
dongle

GL.iNet GL-AR300M

Remote Raspberry Pi Deployment





ADS-B DC Police helicopter after they tweet a geographic alert

Elevating various Police Helicopters on air-to-air helicopter radio

Interested in noise monitoring, or even machine learning to infer type by sound

Scrape news sites for aerial photos when news helicopters are overhead

How do we apply this to other public interest mysteries?

What’s Next?



Go to @HelicoptersofLV this weekend

*videos include tower transmissions

Tweet your photos for automatic identification!

Twitter: @HelicoptersofDC, @UFOsofDC for radio

Annual Report: 2021.CopterSpotter.com has our 2021 user-redacted data set

HelicoptersofDC@ProtonMail.com

Our computer vision images and annotations are on Roboflow Universe

Demonstration

http://twitter.com/helicoptersoflv
http://twitter.com/helicoptersofdc
http://twitter.com/ufosofdc
http://2021.copterspotter.com
mailto:HelicoptersofDC@ProtonMail.com
https://universe.roboflow.com/helicoptersofdc/helicopters-of-dc-ghwuq

